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Data path debugging

BACKGROUND
Technical Field
[001] The embodiments disclosed herein generally relate to networks, and, more

particularly, to data path debugging in networks.

Descriplion of’ﬂze Related Art

[002] Existing techniques to debug data path in:network devices (for example,

‘routers and switches) deteriorate the performance of the network devices and thus making

online troubleshooting extremely:difficult, In existing solutions, data path has to carry the
debug code and the debug code has to be executed for every data packet that is processed
by a network device. So the limitations of the existing debug architecture burden the data
path code and hence adversely impact the network performance. Even if data logs are
turned off, performance of network devices are adversely affected as the debugging code
is-present on data path.

[003] Furthermore, in existing solutions, rate limiting of debug logs ‘occurs at
debug logging server. Data path continuously generates debug logs, and debug logging
server has to rate-limit the logs generated by data path. This ‘will further impact
performance of network devices adversely.

[004] Also, in existing solutions, debug architecture is not flexible enough in
allowing debug code for particular component or a specified set of components in a

network device. By default, debugging logs are generated for all interfaces in a network
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device, resulting in a large number of debugging logs and therefore making
troubleshooting more difficult.
SUMMARY

[005] In view of the foregoing, an embodiment hercin provides a method and
system for debugging a data path of a network device, for cxample, router/switch using
dynamic method to selectively add and remove debugging nodes in the data path with no
impact on the packet forwarding performance, the method comprising steps of inserting a
debugging node in the data path, classifying the data packets passing through debugging

node, generating debuglogs for:the data packets, and removing the-debugging nede from

‘the data path on completion of debugging. A plurality of debugging nodes can be placed

on the data path on per interface basis. The debugging node can be placed on the ingress
and egress of a particular component in the data path thereby permitting the user to debug
the functionality of a particular component in the data path. The debugging node includes
complete debugging and rate Iimiting functionality. The debugging node classifies the
data packets passing through the node using one pass classification and generates debug
logs for each data packet with rate limiting. The debugging node classifies said data
packets using one pass classification up to seven layers of ‘the Open System
Interconnection (OSI) model.

[006] Embodiments herein further disclose a debugging node adapted 1o perform
debugging of data path comprises at least one means adapted 1o classify the data packets
on data path, generate debug logs for the data packets and perform rate limiting of the

debng logs for matching the data packets. The debugging node is adapted to classify said

data packets using one pass classification and provides classification of data packets up to
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severilayers of the OSImodel.

[007] Embodiments herein further disclose a system for debugging 2 data path of
a network device using dynamic method to selectively add and remove debugging nodes
in a data path with no impact on the packet forwarding performance, the system

comprising at least one means adapted to insert a debugging node in the data path,

clagsify the data packets passing through the debugging node, generate debug logs for the

data packets with rate limiting and remove the debugging node once the user is done with
debugging the data path. A plurality of debugging nodes can be placed on the data path
where ‘the debugging node can be placed on the ingress and egress of a particular

component in the data path. The debugging node includes complete debugging and rate

limiting Tunctionality and is adapted to classify said data packeis using one pass

classification and provides classification of data packets up to scven layers -of the OSI
model.

[008]These and other aspects of the embodiments disclosed herein will be better
appreciated and -understood when considered in conjunction with the following
description and the accompanying drawings. It should be understood, however, that the
following descriptions, while indicating preferred embodiments and numerous specific
details thereof, are given by way of illustration and not of limitation. Many changes and
modifications may be made within the scope -of the embodiments disclosed herein
without departing from the spint thereof, and the embodiments disclosed herein include
all such modifications.

BRIEF DESCRIPTION OF THE DRAWINGS
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[009] The embodiments disclosed herein will be betler understood from the
following detailed description with reference to the drawings, in which:

[0010] FIG. 1 illustrates a schematic diagram depicting a network device and

‘components, according to an-embodiment herein;

[0011] FIG. 2 illustrates'a block diagram depicting the functional modules of a
debugging node, according to an-embodiment herein;,

[0012]FIG. 3 isa block diagram showing an exemplary illustration of a data path
with debugging nodes inserted on an interface, according to an embodiment herein;

[0013] FIG. 4 illustrates. a schematic diagram depicting the debugging nodes
inserted on the ingress.and egress of a Network Address Translation (NAT) node in the
data path, according to an-embodiment herein; and

[0014] FIG. 5 illustrates a flowchart depicting a method of debugging a data path

by inserting debugging nodes, according to.an embodiment herein.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0015] The embodiments disclosed herein and the wvarious features and

advantageous delails thereof are explained more fully with reference to ‘the non-limiting

embodiments that are illustrated in the accompanying drawings and detailed in the

following description. Descriptions of well-known components and processing

techniques. arc omitted so as to not unnecessarily obscure. the embodiments disclosed
herein. The examples used herein are intended merely to facilitate an understanding of
ways in which the embodiments disclosed herein may be practiced and to further enable

those of skill in the art to practice the embodiments disclosed herein. Accordingly, the
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examples should not be counstrued as limiting the scope of the embodiments disclosed
herein.

[0016] Embodiments herein disclose a method of debugging the data path

fimctionality of a network device by providing a dynamic method to selectively add and

remove debugging nodes in a data path with little or no impact on the packet forwarding

performance. Referring now to the drawings, and inore particularly to FIGS. 1 through 4,

where similar reference characters denote corresponding features consistently throughout
the figures, there are shown preferred embodiments.

[0017] A debugging node contains complete debugging functionality, including
rate limiting functionality. For debugging a path in a network device, user can insert a
debugging node at the required point in the data path. The debugging node can be
programmatically created and inserted in the data path. A user can place any number of

debugging nodes simultancously in the data path. More than one instance of'a debugging

node can be placed on the ingress and egress of a particular component in the data path,

thereby permitting the user to debug the functionality of a particular component in the

.data path.and narrow down a data path level problem 10 a component level problem in the

data. path. The debugging node classifies the data packets passing through the node and

gencrates debug logs for each data packet with rate limiting. The debugging nodes have

Jittle or no impact on the packet forwarding performance of the path. Once the user is

done with debugging the path, then the user can then remove:the debugging node.
[0018] FIG. 1 illustrates a schematic diagram depicting a network device and the
components, according 10 an embodiment herein. A network device 101 works as an

intermediate system that mediates sending, receiving or forwarding data in'a computer
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network. The network device 101 can be a router, hub, bridge or switch. The network

devices 101 allow computers on completely separate networks to: communicate with one
another. A network device 101 say router is used as gateway for other computers to
access the Internet 102, The network device 1015 placed between the-computers and the
modem provided by the internet service provider and connects all computers to the
network device by connecting the network device to the modem. The network device is
connected to the computer 1 103, computer 2 104, server 105 and by a wireless
connection 10 a Japtop 106.

[0019] FIG. 2 illustrates a block diagram depicting the functional modules of a
debugging node, according to an embodiment herein. The functional modules of the
debugging node 201 include complete debugging module 202, rate-limiting module 203,
and classifier module 204. The debugging node 201 can be any device connected to a
network such as computers, personal digital assistants (PDAs), cell phones, switches,
routers or other networked devices. The debugging node 201 acts as a connection point,
cither a redistribution point or an end point, for data transmission and has programmed or
engineered capability such as debugging commands or modules to recognize and process
data transmission to other nodes, Rate limiting is a security feature which disables a
user’s ability to send several instant messages at a time. The insertion and removal of
debugging node 201 dynamically allows rate limiting of debug logs at data paths. The
debugging node 201 uses a common classifier to classify the data packets on the data
path. The classifier may be a collection of rules or policies. Packet classification requires
matching each data packei against a database of filters (or rules), and forwarding the

packet according fo the highest priority filter. The classifier may use one pass
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classification to classify the packets, where one pass classification is one method of
packet classification where a single, flexible, extensible syntax defines a common
classification and specifies policies for all services. The syntax also defines complex
classifications for QoS, anti-virus, VoIP and other applications. With single-pass packet
classification, a packet enters a firewall first, thus protecting all other services in a
gateway. In the firewall, the IPSec service decrypts and classifies the packet using the

common classification and attaches a tag that contains information about which services

need to process the packet. The packet then passes to a filter in the services gateway that

accepts or denies the packet based on information in the tag. In one pass classification

204, .cach data packet is classified only once in the data path and the rest of the.nodes in
the data path utilize the same classification. In one pass classification 204, data packets
usually pass through a variety of security modules, such as firewalls and content filters
before the packet is forwarded. One pass classification module 204 also provides
classification upto seven layers of Open Systems Inlerconnection Basic Reference Model
(OSY), where the seven layers are the Physical Tayer, Data link layer, Network layer,
Transport layer, Session layer, Presentation layer, and the Application layer. In One pass
classification the data packets-are classified only once and rest of the module make use of
this classification. Also, no extra load needs to be added to classify data packels in one

pass classification. The debugging nodes 201 are dependent on the interface. The ingress

and egress interfaces of the debugging nodes 201 can be modified according to the

location of the node.
[0020] TFIG. 3 is a block diagram showing an exemplary illustration of a data path

with debugging nodes inserted on a data path. according to an embodiment herein. The



10

15

20

WO 2010/013098 PCT/IB2008/054460

data path comprises of 3 nodes, 301, 302 and 303. Débugging nodes 201 have been
inserted in the data path to debug the data path. The debugging node 201 classifies data
packets passing through the node 201 and generates debug logs for packets, which match
the criteria and available limits. The debug logs are gencrated -only for packets which
match pre-determined criteria. Also, the number of debug logs generated may also be:
limited, on aper second or a per minute basis. The debug logs generated are rate limited

for matching each data packet. The debugging node 201 uses a common classifier to

classify the data packets on the data path. The classifier module 204 may use one pass

‘classification, where each data packet is classified only once in the data-path and the rest

of the nodes in the data path utilize the same classification. The classifier module 204
also provides classification upte seven layers. The user-can also verify the functionality
of node 2 302, using the debug logs which are generated by the debugging nodes 201 for
a data packet before and afternode2 302.

[0021] FIG. 4 illustrates a schematic diagram depicting the debugging nodes
inserted on the ingress and egress of a Network Address Translation (NAT) node 402 in
the data path, according to an embodiment herein. The data path comprises of 3 nodes,
decap node 401, NAT node 402 and IP node 403. Debugging nodes 201 have been
inserted in the data path to debug the data path. The debugging node 201 classifies the
data packets passing through the nodes 201 and generates debug-logs for matching data
packet if logs are within the configured rate limit. The debugging node 201 uses a

common classificr to classify the data packets on the data path. The classifier module 204

‘may use one pass classification, where in one pass classification, data packet is classified

only once in the data path and the rest of the nodes in the data path utilize the same
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classification. One.pass classification also provides :classification upto seven layers. The
user -can verify the functionality of NAT node 402, using the debug logs which are
generated by the debugging nodes 201 fora data packel before and after NAT node 402,
[0022] FIG, 5 illustrates a flowchart depicting a method of debugging a data path
by inserting debugging nodes, according to an embodiment herein. The user inserts (501)
a debugging node 201 on a particular interface in the data path. The interface can have

more than one ‘instance for inserting a debugging node 201. The debugging node 201

classifies (502) the data packets passing through debugging node. The node 201 uses a

common classifier to classify the data packets on the data path. Further, the debugging
node 201 generates (503) debug logs for the packet with rate limiting. Thercafter, the user
removes (504) the debugging nodes 201 from the data path. The debug node 201 is
interface based and generates logs for data packets only from interested interface and
removes debug logs from uninterested interface. The dynamic insertion and removal -of
debugging nodes 201 permits ate limiting of debug logs at the data path. The selective
insertion and removal of debug nodes 201 has no impact on the packet forwarding
performance of the data path while debugging is tumed OFF and the selective insertion
and removal of debug nodes 201 has minimal impact on the packet forwarding
performance of the data path while debugging is turned ON.. However, the impact does
not diminish the performance of the data path as compared to the existing solutions. The
various actions in method 500 may be performed in the erder presented, in a different
order, or simultaneously. Further, in some embodiments, some actions listed in FIG. 5
may be omitted.

[0023] The embodiments disclosed herein facilitate the debugging of the
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Tunctionality of a component by placing the debugging node ingress or egress of the

component, thereby reducing the problems of debugging to component level in data path.

Further, the debugging node is inserted on per interface basis, comtrols data path

debugging and also removes the-debug logs from uninterested interface.

[0024] As can be appreciated, the embodiments disclosed herein provides data

‘path dcbugging functionality of a network device by inseiting a debugging node

containing complete debugging and rate limiting functionality. Also it is to be understood
that the invention as described here is not limited to this precise embodiment and that
various changes. and modifications may be affected therein without departing from the
original scope or spirit of present invention.

[0025] The list of structures corresponding to the claimed means is not exhaustive
and that one skilled in the art understands that equivalent structures can be substituted for
the recited structure without departing from the scope of the invention,

[0026] The embodiments disclosed herein can take the form of an entirely
hardware embodiment, an entirely software embodiment -or an embodiment including
both hardware and software elements. The embodiments that arc implemented in
software include but arcmot limited to, fiunware‘, resident software, microcode, ete,

[0027] The foregoing description of the specific embodiments will so fully reveal
the general nature of the embodiments disclosed herein that others can, by applying
current knowledge, readily modify and/or adapt for various applications such specitic
embodiments without departing from the generic concept, and, therefore, such
adaptations and modifications should and are intended to be comprehended within the

meaning and range of equivalents of the disclosed embodiments. [t is to be understood
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that the phraseology or terminology cmployed herein is for the purpose of description and
not of Timitation. Therefore, while the embodiments disclosed herein have been described
in terms of preferred embodiments, those -skilled in the art will recognize that the
embodiments disclosed herein can be practiced with modification within the spirit and

scope of the appended claims.
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CLAIMS

What 1s.claimed is:

1.

A method of debugging ‘a data path of a network device, the method comprising
steps of
inserting (501) at least one debugging node (201) in said data path,
classifying (502) data packets passing throughsaid debugging node (201),
generating (503) debug logs for said data packets; and

removing (504) said debugging node (201).

The method, as claimed in claim 1, wherein said debugging node (201) includes

debugging functionality.

The method, as claimed in claim 1, wherein said debugging node (201) includes

rate limiting functionality for debug logs.

The method as claimed in claim 1, swherein said method permits a user to debug

functionality of a component in said data path, wherein said debugging nodes

(201) are placed on ingress-and egress of said component.

The method, as claimed in claim |, wherein said debugging node (201) classifies

said data packets using one pass classification.

The method of claim 1, wherein said debugging node (201) classifies said data
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packets using one pass classification up 10 seven layers of the Open System

Interconnection (OSI) model.

7. A node (201) adapted to perform debugging of data path, wherein said node (201)
5 comprises alleast one means adapted to
classifying (502) data packets on said data path;
performing rate limiting of debug logs for matching said data packets; and

generating (503) debug logs for said data packets.

10 8. A debugging node (201), as claimed in claim 7, wherein said debugging node

(201) is adapted to c]assify (502) said data packets using one pass classification.

9. A system for debugging a data path in.a network device, said system comprising
atleast onc means adapted to:
15 inserting (501) at least one‘debuggin‘g node (201) in said data path,
classifying (502) data packets passing through said debugging node (201),
generating (503) debug logs for said data packets; and

removing (504) said debuggingnode:(201).

20 10. The system,.as claimed in claim 9, wherein said debugging node (201) is adapted
to perform debugging of data path, wherein said node (201) comprises atleast one
means adapled to

classifying (502) data packets on said data path;
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performing rate limiting of debug logs for matching said data packets; and

generating (503) debug logs for said data packets.

1 1. The system, as claimed in claim 9, wherein said debugging node (201) is adapted
ta classify (202) said data packets using one pass classification up to seven layers

of Open System Interconnection (OST) model.
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