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1
MANAGING PROCESSES ON A NETWORK
DEVICE

CROSS REFERENCE TO OTHER
APPLICATIONS

This application is a continuation in part of U.S. patent
application Ser. No. 10/950,253 entitled “System and Method
for Enabling Management Functions in a Network, filed Sep.
27, 2004, which is incorporated herein by reference for all
purposes.

BACKGROUND OF THE INVENTION

Typically, the failure of one or more processes and/or mod-
ules of a network device may affect the functionality of the
network device. Such a failure often results in disruptions of
services provided by the network device and may require the
network device to be restarted and/or may require external
intervention. In order to maintain the resiliency of a network
device even during a failure of a process or module, it would
be useful for a network device to be able to automatically
detect failed processes and/or modules and restart the failed
processes on correctly functioning modules so that the opera-
tion of the network device is not disrupted and/or compro-
mised.

Thus, there is a need for an improved way to manage
processes on a network device.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

FIG. 1 illustrates an embodiment of three conceptual
planes over which a feature may be implemented in a network
device.

FIG. 2 illustrates an embodiment of a manner in which
features of a network device may be implemented across
multiple independent planes.

FIG. 3 illustrates an embodiment of a manner in which an
independent data plane, control plane, and management plane
may be implemented in a network device.

FIG. 4 illustrates an embodiment of a manner in which a
management plane may be implemented.

FIG. 5 illustrates an embodiment of a manner in which task
managers may be deployed on management plane processors.

FIG. 6 illustrates an embodiment of a process for restarting
a failed process on a management processor.

FIG. 7 illustrates an embodiment of a manner in which task
managers may be deployed on the management plane proces-
sor and the control/data plane processor of a module of a
network device.

FIG. 8 illustrates an embodiment of a manner in which a
management plane gateway facilitates communication to and
from the management plane in a module of a network device.

FIG. 9 illustrates an embodiment of a process for config-
uring the control and/or data planes.

FIG. 10 illustrates an embodiment of a process for com-
municating management data.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process, an apparatus, a system, a composition
of matter, a computer readable medium such as a computer
readable storage medium or a computer network. In this
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2

specification, these implementations, or any other form that
the invention may take, may be referred to as techniques. A
component such as a processor or a memory described as
being configured to perform a task includes both a general
component that is temporarily configured to perform the task
at a given time or a specific component that is manufactured
to perform the task. In general, the order of the steps of
disclosed processes may be altered within the scope of the
invention.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying figures
that illustrate the principles of the invention. The invention is
described in connection with such embodiments, but the
invention is not limited to any embodiment. The scope of the
invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and
equivalents. Numerous specific details are set forth in the
following description in order to provide a thorough under-
standing of the invention. These details are provided for the
purpose of example and the invention may be practiced
according to the claims without some or all of these specific
details. For the purpose of clarity, technical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention is not unneces-
sarily obscured.

Managing processes on a network device is disclosed. A set
of processes running on a network device may be monitored
and managed by a set of one or more dedicated components.
In some embodiments, if a process on a first management
processor on a first line card has at least in part failed, the
process may be migrated to a second management processor
on a second line card. If a request for the migrated process is
received, it is directed to the second management processor
on the second line card.

The implementation of various processes, applications,
protocols, and/or nodes (sometimes referred to as “features”
herein) on network devices, such as routers and gateways, is
typically distributed over two planes: a control plane and a
data plane. In such configurations, the data plane includes
data functions, and the control plane typically includes con-
trol functions and management functions. As described in
more detail in U.S. patent application Ser. No. 10/950,253
entitled “System and Method for Enabling Management
Functions in a Network”, filed Sep. 27, 2004, it is sometimes
advantageous to distill out the management functions of the
control plane into a separate and independent management
plane.

In typical configurations, it is often the case that when one
or more components of a feature of a network device fail, the
entire feature fails or the functionalities of other components
of'the feature are compromised since the various components
of'a feature are typically strongly coupled and/or intertwined.
Such a failure and/or compromising of a feature can be miti-
gated or even avoided by implementing the various compo-
nents of the feature over a plurality of independent planes,
such as independent management, control, and data planes. In
such configurations, when one or more components of a
feature in one plane fail, the entire feature may not be com-
promised because other components of the feature in one or
more of the other planes may not be affected and may be able
to recover, restart, or reinstantiate the failed or compromised
components of the feature. Thus, the resiliency of a network
device may be achieved at least in part by implementing a
feature over multiple independent planes or layers. Although
the implementation of a feature over a management plane,
control plane, and data plane is described in detail herein, any
other appropriate combination of planes may be employed.
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FIG. 1 illustrates an embodiment of three conceptual
planes over which a feature may be implemented in a network
device. As depicted, the three planes comprise a data plane
102, a control plane 104, and a management plane 106. Data
functions associated with a feature, such as packet processing
and forwarding, are implemented on data plane 102; control
functions associated with a feature, such as signaling and
routing, are implemented on control plane 104; and manage-
ment functions associated with a feature, such as supervision,
configuration, and monitoring, are implemented on manage-
ment plane 106. Since the essential functions of each plane
are different, it is possible to decouple the planes so that at
least most of the functionality of each plane is independent
from that of the other planes. Such a configuration results in
a more modular and robust feature to be implemented on an
associated network device. For example, if the data plane
goes down, the failure of the data plane can be isolated and
corrected without affecting the functionality of the other
planes and requiring the entire system to be restarted. The
independence of the planes may be implemented with various
kinds of boundaries, such as one or more of hardware sepa-
ration, process boundaries, and/or programmatic modulariza-
tion.

A feature of a network device may have separate compo-
nents for implementing and supporting the feature at the data
plane, control plane, and management plane levels in a net-
work device. Since the requirements at each plane may be
different, the functions and data structures needed at each
plane to implement the feature may be different even though
the same or similar data may be used by the different planes to
implement the feature. The interaction and communication
between the planes may be codified through an Application
Program Interface (API) or messaging communication and
may be feature dependent.

Typically, multiple features of a network device share at
least some of the same resources, and, as a result, their per-
formance may be closely coupled. For example, a firewall
feature and intrusion detection feature may share at least
some of the same code, so if there ever is a problem with the
code, both features may be affected. It is, therefore, desirable
for each feature to be independent from other features imple-
mented on a network device. In some embodiments, such
independence may be achieved at least in part by having
programmatic boundaries between different features. In such
cases, a feature or a component of a feature may be imple-
mented as an independently loadable module or object. Even
though multiple features or components of multiple features
may be parts of the same process, if each feature or compo-
nent of a feature is an independent module or object within the
process, a failure or bug in one module will not aftect the other
modules. In some embodiments, one or more processes may
be separated so that each process is associated with only a
single feature. Thus, the resiliency of a network device may
be achieved at least in part by using programmatic boundaries
and/or process boundaries between features. In some
embodiments, hardware boundaries may be used for feature
separation.

FIG. 2 illustrates an embodiment of a manner in which
features of a network device may be implemented across
multiple independent planes. Each row of matrix 200 corre-
sponds to a particular plane and the components and data
structures associated with features on that plane, and each
column of matrix 200 corresponds to a particular feature in
toto, sometimes referred to herein as a “feature stack”. The
given example specifically depicts firewall 202, Internet Pro-
tocol (IP) 204, and network interfaces 206 and the compo-
nents of these features within each plane. In alternative
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embodiments, the depicted features may be divided across the
three planes in any other appropriate manner and are not
limited to the division and/or specifications illustrated in FIG.
2. Other features that may be implemented on a network
device may be associated with, for example, IPSEC decryp-
tion, access control lists, filtering, denial of service, intrusion
detection, intrusion prevention, anti-virus, network address
translation, protocol anomaly detection, signature matching,
quality of service, virtual private network, etc.

Both dimensions of matrix 200 offer feature modularity,
which promotes feature robustness and resiliency. The layers
or planes over which a feature stack is implemented are
independent from one another on a software and/or hardware
level, so that problems in feature components in one layer do
not affect and may be rectified by components of the feature
in other layers in the stack. In some embodiments, resiliency
may at least in part be hierarchical, so that a failed or com-
promised feature component in one layer is fixed by a corre-
sponding component in the next higher layer in the feature
stack. Although, some interaction and communication as well
as sharing of resources may exist between different features
(i.e. the different columns of matrix 200), each feature is
independent at least at a software level and does not affect the
functionality of other features. Thus, in matrix 200, different
features as well as layers within each feature are strongly
decoupled.

Different paths for communication and/or interaction may
exist between elements of matrix 200 along its two dimen-
sions. A peer relationship and interface may exist between
different features at any particular plane. Peer interfaces
should introduce no or little dependency between features.
The peer relationships and interfaces may be different for
different planes. A layer relationship and interface exists
between the elements of a feature stack. In some embodi-
ments, layer interfaces may be feature dependent and/or mod-
ule dependent (i.e. the physical module of a network device
on which the feature is implemented) and may operate inde-
pendently from any peer interfaces. The functionality of a
feature may be maintained at the peer level when, for
example, one or more layers of a feature are not functional
due to software and/or hardware issues.

FIG. 3 illustrates an embodiment of a manner in which an
independent data plane, control plane, and management plane
may be implemented in a network device. In the given
example, the isolation and independence of the management
plane is achieved at least in part via a separate, dedicated
hardware layer, management plane processor 302, that imple-
ments the functionality of the management plane. The control
plane and data plane are implemented on a separate hardware
layer, control/data plane processor 304. Even though in the
given example the hardware architecture does not place
strong boundaries between the control plane and data plane,
the two planes are separated at least by process boundaries. In
alternative embodiments, the control plane and data plane
may be implemented using separate processors so that both
hardware and software boundaries exist. Interconnects 306
between management plane processor 302 and control/data
plane processor 304 enable communication between the two
processors. As depicted in the given example, management
plane processor 302 and control/data plane processor 304 are
included in a module 308 of an associated network device.
Although not depicted, module 308 may include any other
appropriate components, such as a module-specific proces-
sor, memory, communications interface, etc. In some
embodiments, module 308 corresponds to a line card. Insome
embodiments, a network device such as a router or gateway
includes a plurality of line cards. Module 308 may correspond
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to any other appropriate module or component of a network
device, such as a switch card, application engine, GAME
card, processor, one or more chassis resources, etc.

In some embodiments, one or more physical modules in a
network device each include a management plane processor
that implements appropriate management functions for the
module and/or other modules in the network device without
having to rely on the control plane and/or the data plane as
intermediaries. In some embodiments, the management plane
processors across all or a subset of such modules form the
independent management plane of a network device and
implement and provide management functions for the net-
work device. In some embodiments, the management plane
has an independent and separate communication path and
peer interface from the control plane and the data plane that
allows the set of management plane processors to communi-
cate amongst themselves and operate with complete function-
ality regardless of the state of the control plane and the data
plane. In alternative embodiments, the management plane
may be implemented on a single, centralized management
processor employing a dedicated management bus to com-
municate with and provide management functions for each
module.

FIG. 4 illustrates an embodiment of a manner in which a
management plane may be implemented. A plurality of man-
agement plane processors 402 are connected by an internal
network, management plane LAN (Local Area Network) 404.
In some embodiments, each of the plurality of management
plane processors 402 is associated with a module, such as
module 308 of FIG. 3, of a network device. In the configura-
tion depicted in FIG. 4, the management plane can be viewed
as a cluster of peers 402 interconnected by a private, internal
network 404. In some embodiments, management plane LAN
404 is duplicated for redundancy. Externally, the cluster of
peers 402 may appear as a single entity. Each peer in the
management plane may “own” a set of resources and/or run a
set of processes that are managed by that peer. A shared
resource and/or process may be offered as a service by its
associated management plane processor and may be accessed
via management plane LAN 404 by other management plane
processors. The resources and processes associated with each
peer may vary and may depend on the type of physical module
the peer is associated with. Depending on the type of physical
module with which a peer is associated, it may have access to
certain resources, such as hardware resources associated with
the module, and perform certain tasks for its associated mod-
ule that may not be made available or are only limitedly made
available to the other peers. The cluster of peers 402 collec-
tively forms the management plane and provides the requisite
management functionality of the system. In some embodi-
ments, a control plane and/or data plane may be similarly
implemented as a cluster of peers interconnected by a private
network.

The management plane conceptually functions as the
“brain” of a network device. The management functionality
provided by the management plane may include, for example,
managing and configuring features implemented on an asso-
ciated network device. In some embodiments, a process,
application, and/or feature implemented at the management
plane level is distributed across multiple peer management
plane processors. Multiple instances of the same manage-
ment plane process may be executed by one or more manage-
ment plane processors. If a task or process is to be performed
by only a single management plane processor, the manage-
ment plane processors capable of performing the task may
arbitrate among themselves to determine which management
plane processor is to run the task. If the management plane
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6

processor running a process fails, the remaining management
plane processors capable of running the process may negoti-
ate to determine which one runs a new instance of the process.
In some embodiments, the distribution of one or more man-
agement plane processes across the peer management plane
processors is based at least in part on load balancing.

Other management functionality provided by the manage-
ment plane includes, but is not limited to, module manage-
ment (e.g., insertion and removal), redundancy and availabil-
ity management, storage and management of persistent data,
web interface management, management of requests and
access to a Command Line Interface (CLI) (e.g., via a con-
sole, secure shell (ssh), telnet, etc.), management of Hyper
Text Transfer Protocol (HTTP) requests and data, manage-
ment of Simple Network Management Protocol (SNMP)
requests and data, management of logging and statistics col-
lation and presentation, etc.

In some embodiments, the management plane portion of a
feature includes a dedicated feature server that configures and
initializes the feature and is responsible for the correct opera-
tion of the feature over an associated feature stack. Such a
feature server may be responsible for reinstantiating or recov-
ering feature components in the feature stack that fail or are
otherwise compromised. In some embodiments, the manage-
ment functionality provided by the management plane
includes managing the resources of an associated network
device, such as power, memory, processor bandwidth, etc.,
and/or monitoring and managing the use and consumption of
such resources. The implementation of the management
plane as a cluster creates redundancy and resiliency in an
associated network device. Each module added to an associ-
ated network device that includes a management plane pro-
cessor increases system availability. As described in more
detail below, the cluster of peers may monitor and manage
each other’s health so that if, for example, a process fails on
one management plane processor, the process is restarted
either on that management plane processor or migrated to
another peer management plane processor.

In order to maintain system availability and resiliency, it
may be desirable to monitor processes and/or processors of a
network device for proper operation and take appropriate
corrective actions upon detection of problems. In some
embodiments, the processes associated with a network device
may be monitored, managed, and/or controlled by a dedicated
component, sometimes referred to herein as a “task man-
ager”. In some embodiments, an instance of a task manager
application is executed on a processor, and the task manager
of the processor may communicate with other instances of
task managers on peer processors. In some embodiments, a
task manager facilitates the addition of new processes to a
system and/or facilitates upgrading old processes when
newer versions become available. In some embodiments, a
task manager includes and provides an internal database of
services that are mapped to processes so that clients can be
given the host addresses and/or ports by which desired ser-
vices may be accessed. A task manager may respond to que-
ries from clients about which services are available. In some
embodiments, a task manager runs as the primary process,
and all or a subset of other processes are started from the task
manager. A task manager may be responsible for detecting
failed processes, logging failed processes, detecting when
processes are continually failing, restarting processes,
migrating processes to other processors, managing process
upgrades, load balancing, etc. The task manager itself may be
started with a bootstrap set of processes. In some embodi-
ments, a task manager may detect and report the failure of one
or more management plane processors of a network device.
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Although task managers may be described as software
modules running on processors, task managers may be imple-
mented by any appropriate combination of hardware and/or
software components of a network device. Although task
managers may be described with respect to the management
plane processors of a network device, one or more task man-
agers may be similarly employed by and provide similar
functionality to any other processors and/or peer processors
of'the network device, such as processors associated with the
control plane and/or data plane, module-specific processors
of a network device, etc.

FIG. 5 illustrates an embodiment of a manner in which task
managers may be deployed on management plane processors.
As depicted in the given example, each management plane
processor 502 includes an instance of a task manager appli-
cation 504. The task manager instances 504 communicate as
a cluster of peers across management plane LAN 506 to track
and monitor services that are running on the management
plane processors 502. In some embodiments, management
plane processors 502 and management plane LAN 506 cor-
respond to management plane processors 402 and manage-
ment plane LAN 404, respectively, of FIG. 4. In some
embodiments, each instance of a task manager 504 is respon-
sible for monitoring and/or ensuring correct operation of
processes running on the management plane processor 502 on
which that instance of the task manager 504 is included in. In
some embodiments, each instance of a task manager 504 is
responsible for monitoring and/or ensuring correct operation
of'the processes and/or services that it initiated. Alternatively,
the task managers 504 may divide the tasks of supervising
and/or ensuring the correct operation of processes in any
other appropriate manner. In some embodiments, the task
managers 504 each maintain a services directory that can be
used to determine the host(s) associated with each service.
The task managers 504 running on the management plane
coordinate amongst themselves to ensure that the necessary
services are available and restart such services in the event of
failures. In some embodiments, one or more task managers
504 facilitate the migration of a service from one host to
another, for example, due to a failure or problems on the
previous host of the service, due to load balancing, etc. In
such cases, the task managers 504 may exchange such service
migration information amongst themselves so that the ser-
vices directory of each task manager can be updated to accu-
rately reflect the current host(s) of a service. In the event of
detecting the failure of a management plane processor, the
task managers 504 can determine which processes were being
run by the failed management plane processor using their
services directories, restart the failed processes on other man-
agement plane processors, and accordingly update their ser-
vices directories.

In some embodiments, the processes running on the man-
agement plane processors may be considered as offering par-
ticular services to clients. A service can be identified with a
single process or a set of processes running on one or more of
the management plane processors, and activation of a service
results in the starting of all of the processes with which the
service is associated. In some embodiments, only one
instance of a particular service may be executed at any given
instance even though multiple management plane processors
may have the capability of running the process offering this
service. In some embodiments, a process that offers a service
is mapped to a service identifier in the services directory
associated with each task manager. The services directory of
a task manager may be used as a registration database for
responding to service requests from clients and directing the
clients to specific hosts. Service proxies may be installed that
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point to services on other hosts, and/or service ports may be
added that indicate the UDP or TCP port number that a
service is accessible on. Service ports may be slaved to a
master service so that only if the master service is available
will the service ports be available. In some embodiments, a
service may not be associated with a process that is started
and monitored by a task manager but may be associated with
a separately executed process. Such services may still be
included in the services directories of the task managers. In
some embodiments, a process is not associated with an iden-
tified service and belongs to a default local service (e.g., a
reserved internal service). In the cases where a process is
defined without being associated with a service, a task man-
ager may provide local management for the process, and the
process may not be a part of the services directory.

The task managers track the availability of the services
running on the management plane. If at some point a process
crashes or exits, a task manager may detect the process exit,
log the failure, and/or inform the other task managers of the
failure of the process and/or associated services. In the event
that the process is part of a set of processors associated with
a service and the failed process is flagged as being a critical
process, the other processes in the set may be forcibly termi-
nated. If the process is flagged to be restarted, one or more
attempts may be made to restart the process. The process may
be restarted on the processor on which it crashed, or the
process may be migrated to another processor that can run the
process. Thus, if a process dies or is killed, attempts will be
made to automatically restart it without requiring external
intervention. If the process is detected as unstable due to, for
example, several crashes in a row within a certain timeframe
and a service is associated with the process, the service may
be marked unrunnable.

In some embodiments, an active signal or “heartbeat” is
sent from a process to a task manager monitoring the process
that indicates that the process has performed some level of
self-checking and is reporting correct operation status insofar
as the internal state of the process can be self-checked. In the
event of the process not providing this heartbeat within a
certain timeframe, a task manager may kill the process and
assume that the process has failed. In some embodiments, a
process is configured to check if an associated task manager
has exited unexpectedly and, if so, terminates itself.

FIG. 6 illustrates an embodiment of a process for restarting
a failed process on a management plane processor. In some
embodiments, process 600 is performed by one or more task
managers. At 602, it is determined that a process running on
the management plane processor of a first module has failed.
The determination of process failure at 602 may be made by
a task manager instance running on the management plane
processor of the first module and/or one or more task manager
instances running on peer management plane processors on
other modules. The determination of process failure at 602
may be made, for example, when a heartbeat associated with
the process is not being received from the process and/or an
anomaly exists in the heartbeat being received by the process,
the management plane processor running the process has
failed, the process has been forcibly terminated because
another associated process has failed, the task manager and/or
management plane processor associated with providing the
process is not responding, etc. At 604, it is determined
whether to migrate the failed process detected at 602 to the
management plane processor of a second module. If it is
determined at 604 not to migrate the process to the manage-
ment plane processor of a second module, for example,
because the management plane processor of the first module
is capable of correctly running the process, the process is
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restarted on the management plane processor of the first mod-
ule at 606. If it is determined at 604 to migrate the process, for
example, because the management plane processor of the first
module is not able to the run the process, the process is
restarted on the management plane processor of a second
module capable of supporting the process at 608. At 610, the
services directories of the task managers are updated to reflect
the correct host and/or ports of the process and/or service
associated with the process. Thus, if a process has migrated
and it is subsequently requested by a client, the task managers
provide information associated with the management plane
processor on the second module. In some embodiments, the
determination whether to migrate the process to another man-
agement plane processor at 604 is based at least in part on load
balancing.

FIG. 7 illustrates an embodiment of a manner in which task
managers may be deployed on the management plane proces-
sor and the control/data plane processor of a module of a
network device. In the given example, module 702 includes a
management plane processor 704 and a control/data plane
processor 706, each of which includes an instance of a task
manager 708. In some embodiments, module 702, manage-
ment plane processor 704, and control/data plane processor
706 correspond to module 308, management plane processor
302, and control/data plane processor 304, respectively, of
FIG. 3. Although not depicted, module 702 may include other
appropriate components, such as a communications interface,
memory, interconnects between components, other proces-
sors, module-specific components, etc. Module 702 may cor-
respond to any appropriate network device component such
as a line card, switch card, etc. The task managers on the
management plane processor 704 and the control/data plane
processor 706 may both be associated with the monitoring
and management of management plane processes and ser-
vices. In alternative embodiments, the task manager on the
control/data plane processor 706 may be associated with the
monitoring and management of control and/or data plane
processes and services, possibly across multiple peers.

Management plane processors 710 on other modules of an
associated network device are connected to management
plane processor 704 of module 702 via a private, internal
network, management plane LAN 712. In some embodi-
ments, management plane processors 704/710 and manage-
ment plane LAN 712 correspond to management plane pro-
cessors 502 and management plane LAN 506, respectively, of
FIG. 5. Although not shown in FIG. 7, in some embodiments,
control/data plane processor 706 may be connected to and
communicate with one or more control/data plane processors
on other modules of an associated network device.

As depicted in the given example, the provisioning of man-
agement functionality to control/data plane processor 706 of
amodule 702 is not limited to be provided by the management
plane processor 704 included on module 702 but may also be
provided by any one or more of the management plane pro-
cessors 710 on other modules of the network device. The
management plane processor 704 of module 702 may serve as
an intermediary and facilitates communication between the
control/data plane processor 706 on module 702 and the
management plane processors 710 on other modules of the
network device. In such cases, management plane processor
704 may serve as a proxy for a management plane processor
710 on another module.

As illustrated in the given example, the task manager of the
management plane processor 704 may directly communicate
and exchange information with the task managers of other
management plane processors 710 over management plane
LAN 712, but the task manager of the control/data plane
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processor 706 of module 702 may only directly communicate
with the task manager of management plane processor 704
and indirectly communicates with the task managers on the
other management plane processors 710 via management
plane processor 704 on module 702. In alternative embodi-
ments, the task manager of control/data plane processor 706
has a direct connection to management plane LAN 712.

With the configuration of the given example, when the
control/data plane processor 706 needs a management plane
service, it can query its associated task manager for the loca-
tion of the service (e.g., host address and/or ports) and access
the service from and/or via management plane processor 704.
In some embodiments, the control/data plane processor 706
may not include an instance of a task manager 708 and may
instead send a service request to management plane processor
704, which may look up the service in its task manager and
provide the service itself and/or provide the connectivity
between the control/data plane processor 706 and another
management plane processor 710 on another module that is
providing the service.

The management plane processors operate on and employ
data associated with the internal management and configura-
tion of a network device. In some embodiments, the data
plane and/or control plane deal with the data flow through the
network device and forward data packets determined to be
associated with the management and configuration of the
network device to the management plane. In such cases, the
management plane processors may not have a direct connec-
tion to the network(s) with which the network device is asso-
ciated. Such a configuration enables further isolation of the
management plane and makes it less vulnerable to network
attacks.

In some embodiments, communication with the manage-
ment plane processors is enabled via a management plane
gateway. In such configurations, externally, the cluster of
management plane processors that comprise the management
plane appear as a single entity. The management plane gate-
way conceptually functions as the front door of the manage-
ment plane and facilitates communication to and from the
management plane processors.

FIG. 8 illustrates an embodiment of a manner in which a
management plane gateway facilitates communication to and
from the management plane in a module of a network device.
In the given example, module 802 includes a management
plane processor 804 and a control/data plane processor 806.
In some embodiments, module 802, management plane pro-
cessor 804, and control/data plane processor 806 correspond
to module 308, management plane processor 302, and con-
trol/data plane processor 304, respectively, of FIG. 3. In some
embodiments, module 802, management plane processor
804, and control/data plane processor 806 correspond to mod-
ule 702, management plane processor 704, and control/data
plane processor 706, respectively, of FIG. 7. Module 802 may
correspond to any appropriate network device component
such as a line card, switch card, etc.

Management plane processors 808 on other modules of an
associated network device are connected to management
plane processor 804 of module 802 via a private, internal
network, management plane LAN 810. In some embodi-
ments, management plane processors 804/808 and manage-
ment plane LAN 810 correspond to management plane pro-
cessors 402 and management plane LAN 404, respectively, of
FIG. 4. In some embodiments, management plane processors
804/808 and management plane LAN 810 correspond to
management plane processors 502 and management plane
LAN 506, respectively, of FIG. 5. Although not shown in FIG.
8, in some embodiments, control/data plane processor 806
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may be connected to and communicate with one of more
control/data plane processors on other modules of an associ-
ated network device. In some embodiments, the management
plane processors 804/808 and/or control/data plane processor
806 of FIG. 8 each include an instance of a task manager.

As depicted in the given example, in some embodiments,
the management plane does not have direct in-band access to
an external and/or internal network 814 associated with a
network device. In such cases, management plane communi-
cation to and from network 814 may at least in part be facili-
tated by the data and/or control planes. For example, man-
agement control data packets and/or requests for
management plane services may be first received from net-
work 814 by control/data plane processor 806 and may be
forwarded by control/data plane processor 806 to manage-
ment plane processor 804. At the management plane level, a
management plane gateway 812 may receive the forwarded
management data; determine one or more management plane
services, processes, and/or features the received management
data is associated with; receive identification of the manage-
ment plane processors that are currently associated with the
services, processes, and/or features the received management
data is associated with, for example, from a services directory
of a task manager; perform address translation on the man-
agement data; and/or forward the management data to one or
more appropriate management plane processors (804 and/or
one or more of 808). Likewise, if a process or application on
the management plane needs to communicate with an entity
accessible via an external and/or internal network 814, the
communication may be facilitated by the management plane
gateway and/or data and/or control planes.

Management plane gateway 812 effectively enables the
encapsulation of the internal modularity of the management
plane. An external entity communicating with the manage-
ment plane may have no knowledge of which one or more
management plane processors across a plurality of modules it
is communicating with. In some embodiments, management
plane gateway 812 comprises an application or process run-
ning on a management plane processor 804. In some embodi-
ments, each of the management plane processors of a network
device includes an instance of a management plane gateway
812 to provide connectivity to the management plane. In
some embodiments, the management plane gateway 812 runs
on a single management plane processor and provides its
services to one or more other management plane processors
over management plane LAN 810. A management plane gate-
way may be implemented by any appropriate combination of
hardware and/or software components of a network device.

Although not depicted, module 802 may include other
appropriate components, such as a communications interface,
memory, interconnects between components, other proces-
sors, module-specific components, etc. The communication
between the management plane and an entity on an external
and/or internal network 814 may be associated with, for
example, requesting and/or provisioning management ser-
vices and processes; managing, configuring, and/or initializ-
ing features and/or components; repairing compromised fea-
tures and/or components; monitoring the health and/or state
of features and/or components; etc. In some embodiments,
management plane gateway 812 facilitates communication
between the management plane processors (804/808) and
other components of module 802 and/or an associated net-
work device, such as control/data plane processor 806.

As described with respectto FIG. 8, in some embodiments,
the primary method of accessing the management plane from
an associated external and/or internal network is via packets
received at the data plane and/or control plane, which are
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recognized as destined for the management plane and for-
warded on to an associated management plane processor
which invokes a management plane gateway process to
appropriately distribute the packets to one or more manage-
ment plane processors. In such configurations, in the event of
a software and/or hardware failure of the data plane and/or
control plane, the management plane may become isolated
from the external and/or internal network even though it may
be partially, if not fully, functional. Thus, operations that
could be used to quickly identify and perhaps rectify the
problem via requests to the management plane can not be
performed if the only path to the management plane is
through the data and/or control planes. It is, therefore, desir-
able to provide alternative mechanisms of access from an
associated network so that connectivity to the management
plane can be maintained even during failures in the data
and/or control planes.

In some embodiments, an out-of-band management chan-
nel (e.g., amodem connection) may be provided for accessing
the management plane of a module via a network. In such
cases, for example, upon failure of the data plane and/or
control plane, the out-of-band management channel may be
used to connect to the management plane gateway and/or
management plane processor of a module.

In some embodiments, the architecture of a module may be
reconfigured when required to provide access to the manage-
ment plane if or when the data plane and/or control plane go
down. Thus, instead of a processor associated with the data
plane (e.g., control/data plane processor 806 of FIG. 8)
receiving packets from an associated external and/or internal
network, in such a reconfigured configuration, for example,
packets may be received directly by a module-specific pro-
cessor via an associated communications interface. Although
such a configuration may result in a degradation of perfor-
mance, in some embodiments, such a failsafe mode may be
triggered when the path via the data plane and/or control
plane is not available and may be deactivated when the data
and/or control planes are functional. In some embodiments,
the module-specific processor in such a failsafe mode only
accepts packets associated with management from the net-
work and discards other types of packets.

FIG. 9 illustrates an embodiment of a process for config-
uring the control and/or data planes. Process 900 may be
employed by one or more modules of a network device, such
as a router or gateway. At 902, a packet is received by a
module of a network device. The module may be a network
device component, such as a line card, switch card, etc. The
packet may be received by the module at 902 from an external
and/or internal network associated with the network device.
In some embodiments, the packet is received at 902 from the
external and/or internal network via the data plane and/or
control plane of the module. In alternative embodiments, the
packet may be received via an out-of-band connection, such
as amodem, or via another component of the module, such as
a module-specific processor. In some embodiments, the
packet of 902 is generated by a component of the module. In
some embodiments, the packet is received at the module at
902 from another module of the network device. At 904, it is
determined that the packet is a management control packet.
The management control packet may be associated with a
management service request, management data, management
statistics, configuration data, etc. At 906, the packet is for-
warded to one or more management plane processors. In
some embodiments, the one or more management plane pro-
cessors determined to forward the packet to at 906 are deter-
mined at least in part by a management plane gateway based
upon the management plane services and/or processes with
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which the packet is associated and which one or more man-
agement plane processors are associated with these services
and/or processes, which may be determined from the services
directory of a task manager. The one or more management
plane processors to which the packet is forwarded to at 906
may reside on various modules of the network device. At 908,
configuration instructions are received from one or more of
the management plane processor(s) to which the packet was
forwarded to at 906. In some embodiments, the configuration
instructions are first received by a management plane gate-
way, which subsequently distributes the configuration
instructions to the appropriate components of the module. At
910, the control plane and/or data plane are configured or
reconfigured based upon the configuration instructions
received at 908, and process 900 ends. In some embodiments,
based upon the packet received by a particular module at 902,
configuration instructions may be received from the manage-
ment plane on multiple modules of the network device at 908,
and the configuration instructions may be employed to con-
figure or reconfigure the control plane and/or data plane of
multiple modules of the network device at 910. In some
embodiments, the packet received by the module at 902 is
also received by other modules of the network device and
results in the configuration of the control plane and/or data
plane of multiple modules. Process 900 is not limited to
configuring the control plane and/or data plane but may be
used to configure and/or manage other components of mod-
ules of the network device. Although in the given example,
process 900 was described with respect to a packet received at
902, process 900 may also be employed with respect to a
plurality of packets or a flow or session received at 902.
FIG. 10 illustrates an embodiment of a process for com-
municating management data. Process 1000 may be
employed by one or more modules of a network device. The
modules may correspond to network device components,
such as line cards, switch cards, etc. At 1002, a management
control packet is received at a first module of a network
device. The management control packet may be associated
with a management service request, management data, man-
agement statistics, configuration data, etc. The packet may be
received by the first module at 1002 from an external and/or
internal network associated with the network device. In some
embodiments, the packet is received at 1002 from the external
and/or internal network via the data plane and/or control
plane of the first module. In alternative embodiments, the
packet may be received via an out-of-band connection, such
as a modem, or via another component of the module, such as
a module-specific processor. In some embodiments, the
packet of 1002 is generated by a component of the first mod-
ule. In some embodiments, the packet is received at the first
module at 1002 from another module of the network device.
At 1004, the packet received at 1002 is forwarded to the
management plane processor of the first module, and the
management plane gateway is invoked. The management
plane gateway may run on the management plane processor
of'the first module and/or on another peer management plane
processor. At 1006, the management service and/or process
associated with the packet is determined, for example, by the
management plane gateway. In some embodiments, it is
determined at 1006 that multiple services and/or processes
are associated with the packet. At 1008, the packet is for-
warded to the management plane processor of a second mod-
ule based at least in part upon the service and/or process
determined at 1006. In some embodiments, a look-up of the
service and/or process determined at 1006 in a services direc-
tory of a task manager is performed to identify one or more
management plane processors that are associated with the
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service and/or process with which the packet is associated. In
some embodiments, the management plane gateway per-
forms an internal network address translation, so that the
packet can be forwarded to the management plane processor
on the second module. In some embodiments, the packet may
be forwarded to the management plane processors of multiple
modules at 1008. In some embodiments, the packet is pro-
cessed at least in part by the management plane processor of
the first module. Although in the given example, process 1000
was described with respect to a single packet received at
1002, process 1000 may also be employed with respect to a
plurality of packets or a flow or a session received at 1002.

Although internally a network device may include multiple
modules and each such module may include multiple proces-
sors for implementing the functionality of the data, control,
and management planes, the modularity of the components
within the network device and associated modules is masked
from an external perspective. Thus, externally, the view of the
network device is that it is a single host and that addressing the
network device using its IP address will allow in-band access
to data plane, control plane, and/or management plane facili-
ties. However, internally this may imply that depending on
the facility being addressed, different parts of the system may
need to be the end points of the connections.

As described above, the view of the management plane to
external entities is that of a single system, although internally
it may be comprised of multiple processors over multiple
modules. In some embodiments, the control plane and data
plane also externally appear as single systems, although each
of the control plane and data plane may be comprised of
multiple processors over multiple modules.

As described above, in some embodiments, the separation
of the data plane, control plane, and management plane
includes hardware separation over multiple processors. For
example, the management plane of a network device may be
implemented on dedicated management plane processors,
and the control and data planes may be implemented on
separate processors. In such configurations, if the network
device is externally addressed as a single system, some level
of demultiplexing or classification may be needed to sort out
which packets are to be delivered to which processor. Like-
wise, packets sourced by the processors may need to be
masqueraded so that they appear to originate from a single
host. In some embodiments, it may be desirable to allow the
management plane to be addressed via an out-of-band option,
so that a separate connection (such as a modem) can be used
to directly connect to the management plane in the event of
problems in the main network. In such cases, addressing the
network device via a single address may be difficult since the
packets may originate from different networks (out-of-band
or in-band). Thus, although in some embodiments, it may be
desirable for a network device to be addressed as a single
system, in alternative embodiments, it may be desirable to be
able to separately address the management plane.

In some embodiments, the management plane and the con-
trol/data plane of a network device are separately address-
able. The management plane can be treated as a separate
entity that is accessible via a separate network interface from
the control and/or data planes. In such cases, the classification
and separation of management plane traffic from control/data
plane can be eliminated. A separately addressable manage-
ment plane may provide a more robust system, since it can be
completely isolated from the other planes, if necessary. The
provisioning of in-band and out-of-band access to the man-
agement plane may be better supported with a separately
addressable management plane. A separately addressable
management plane may allow the use of certain facilities at
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both the management plane and the control and/or data
planes. In alternative embodiments, all three planes may be
separately addressable.

As described herein, the robustness and resiliency of a
network device may be achieved at least in part by distribut-
ing the features of the network device across multiple inde-
pendent planes and providing strict boundaries between dif-
ferent features so that they are not closely coupled. In some
embodiments, the management plane of the network device is
implemented as a cluster of peer processors distributed across
various modules of the network device. One or more pro-
cesses running on the network device may be monitored
and/or managed by one or more task managers, which may
restart failed processes so that the functionality of the network
device is not disrupted and/or compromised.

Although the foregoing embodiments have been described
in some detail for purposes of clarity of understanding, the
invention is not limited to the details provided. There are
many alternative ways of implementing the invention. The
disclosed embodiments are illustrative and not restrictive.

What is claimed is:

1. A method for providing access to a process on a network
device, comprising:

decoupling individual planes to thereby allow for a major-

ity of the functionality of each plane to be independent
from that of the other planes wherein the individual
planes comprise a management plane, control plane and
data plane;

separating each process on each plane by associating each

process with a single feature;

configuring and initializing a feature server for enabling

correct operation of the feature including recovery of
feature components;

determining that a process on a first management processor

on a first line card on the network device has at least in
part failed;

migrating the process to a second management processor

on a second line card on the network device;
receiving a request for the process; and
directing the request to the second management processor
on the second line card wherein the first line card and the
second line card are included in a set of line cards, the
first management processor and the second management
processor are included in the set of management

processors, at least one of a set of task managers is associ-
ated with each management processor included in the set
of management processors;

wherein each task manager included in the set of task

managers includes a services directory that provides the
location of a service, and migrating the process to a
second management processor on a second line card
includes updating the services directory of each task
manager included in the set of task managers so that the
process is associated with the second management pro-
cessor in the services directory of each task manager
included in a set of task managers.

2. A method as recited in claim 1, wherein determining that
a process on a first management processor on a first line card
has at least in part failed comprises determining that the first
management processor has at least in part failed.

3. A method as recited in claim 1, wherein determining that
a process on a first management processor on a first line card
has at least in part failed comprises determining that the
process, the first management processor, or both do not
respond.

4. A method as recited in claim 1, wherein determining that
a process on a first management processor on a first line card
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has at least in part failed comprises determining that a signal
associated with correct process operation is not being
received from the process.

5. A method as recited in claim 1, wherein determining that
a process on a first management processor on a first line card
has at least in part failed comprises detecting an anomaly in a
signal associated with correct process operation that is
received from the process.

6. A method as recited in claim 1, wherein migrating the
process to a second management processor on a second line
card is based at least in part on determining that the first
management processor is unable to correctly run the process.

7. A method as recited in claim 1, wherein migrating the
process to a second management processor on a second line
card is based at least in part on load balancing.

8. A method as recited in claim 1, wherein migrating the
process to a second management processor on a second line
card includes restarting the process on the second manage-
ment processor.

9. A method as recited in claim 1, wherein the services
directory includes one or more of an address of the second
management processor and one or more ports of the second
management processor on which the process is available.

10. A method as recited in claim 1, wherein one or more
task managers included in the set of task managers are asso-
ciated with one or more control/data plane processors.

11. A method as recited in claim 1, wherein the first line
card and the second line card are included in a set of line cards
and the request for the process is received from a sending line
card included in the set of line cards.

12. A method as recited in claim 1, wherein the first line
card and the second line card are included in a set of line
cards; one or more line cards in the set of line cards include a
management processor, a control/data plane processor, or
both a management processor and a control/data plane pro-
cess; and the request for the process is received from the
management processor, the control/data plane processor, or
both of a sending line card included in the set of line cards.

13. A method as recited in claim 1, wherein directing the
request to the second management processor on the second
line card includes searching a services directory of a task
manager for the process and determining that the process is
associated with the second management processor.

14. A method as recited in claim 1, wherein directing the
request to the second management processor on the second
line card includes providing one or more of an address of the
second management processor and one or more port numbers
at which the process is available on the second management
processor.

15. A method as recited in claim 1, wherein the first man-
agement processor and the second management processor are
included in a set of management processors and wherein each
management processor in the set of management processors
is associated with a module of a network device.

16. A method as recited in claim 15, wherein one or more
management processors in the set of management processors
are interconnected by a private network.

17. A method as recited in claim 15, wherein one or more
management processors in the set of management processors
function as a cluster of peers.

18. A method as recited in claim 15, wherein a module
comprises a line card.

19. A method as recited in claim 1, wherein the first line
card and the second line card are included in a set of line cards
and the set of line card is included in a network device.

20. A method as recited in claim 19, wherein the network
device comprises a router and/or gateway.
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21. A method as recited in claim 1, wherein the process is
associated with a service.

22. A method as recited in claim 1, wherein the process is
associated with monitoring one or more features of an asso-
ciated network device.

23. A method as recited in claim 1, wherein the process is
associated with configuring one or more features of an asso-
ciated network device.

24. A method as recited in claim 1, wherein the process is
associated with managing one or more features of an associ-
ated network device.

25. A network device, comprising:

a set of line cards, wherein each line card includes a man-
agement processor, a first line card included in the set of
line cards includes a first management processor that
implements a process, and the process is migrated from
the first management processor to a second management
processor on a second line card included in the set of line
cards upon failure;

a set of task managers, wherein each line card included in
the set of line cards includes a task manager included in
the set of task managers, each task manager included in
the set of task managers is configured to decouple indi-
vidual planes to thereby allow for a majority of the
functionality of each plane to be independent from that
of the other planes, wherein the individual planes com-
prise a management plane, control plane and data plane;

separate each process on each plane by associating each
process with a single feature and facilitate the migration
of the process, track the migration of the process, or
both, and each task manager included in the set of task
managers directs a request for the process to the second
management processor; and

a feature server configured and initialized for enabling
correct operation of the feature including recovery of
feature components

wherein each task manager included in the set of task
managers includes a services directory that provides the
location of a service, and migrating the process to a
second management processor on a second line card
includes updating the services directory of each task
manager included in the set of task managers so that the
process is associated with the second management pro-

—

0

20

25

30

35

40

18

cessor in the services directory of each task manager
included in the set of task managers.

26. A network device as recited in claim 25, wherein each
task manager included in the set of task managers comprises
a software module.

27. A computer program product for providing access to a
process, the computer program product being embodied in a
computer non-transitory readable medium and comprising
computer instructions for:

decoupling individual planes to thereby allow for a major-

ity of the functionality of each plane to be independent
from that of the other planes, wherein the individual
planes comprise a management plane, control plane and
data plane;

separating each process on each plane by associating each

process with a single feature;

configuring and initializing a feature server for enabling

correct operation of the feature including recovery of
feature components;

determining that a process on a first management processor

on a first line card on the network device has at least in
part failed;

migrating the process to a second management processor

on a second line card on the network device;

receiving a request for the process; and

directing the request to the second management processor

on the second line card wherein the first line card and the
second line card are included in a set of line cards, the
first management processor and the second management
processor are included in the set of management proces-
sors, at least one of a set of task managers is associated
with each management processor included in the set of
management processors;

wherein each task manager included in the set of task

mangers includes a services directory that provides the
location of a service, and mi gratin the process to a
second management processor on a second line card
includes updating the services directory of each task
manager included in the set of task managers so that the
process is associated with the second management pro-
cessor in the services directory of each task manager
included in a set of task managers.
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